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Coming soon ...

2021

Boston Conference
on Cyber Security

FBI ‘ BOSTON COLLEGE
Woods College of Advancing Studies

BOSTON COLLEGE
Woods College of Advancing Studies

Graduate Cyber & National Security Programs




BOSTON 4
COLLEGE

IBM 2020 - Cost of a Data Breach

United States: Typical breach cost $8.64 million. Breach of over 50mm records cost $392 million

Impact of 25 key factors on the average total cost of a data breach

Change in US$ from average total cost of $3.86 million

Incident response testing -$295,267

Business continuity -$278,697

Formation of the IR team -$272,786
Al platform -$259,354 I
Red team testing -$243,184 I
Employee training -$238,019
Extensive encryption -$237,176 I
Security analytics -$234,351 I
Threat intel sharing -$202,874 I
Board involvement -$199,677
Cyber insurance -$199,148 I
DevSecOps -$191.618 I
Vulnerability testing -$172,817 I
Data loss prevention -$164,386 I

CISO appoint

Managed security s

>2d -$144,940 IE————
-$78,054 NN
-$73,196 I

ID theft prot

Remote workforce I $136,974
Lost or stolen devices I  $192,455
IoT/OT impacted $206.958
Third-party breach $207.,411
Compliance failures I 255,626
Security skills shortage I $257,429
Cloud migration ., $267,469
Complex security systems I 291,870
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- Cost mitigating factors - Cost amplifying factors
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